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Lambda example

exports.handler = async (event) => {
// Parameters
var AWS = require(‘aws-sdk’);
var s3_params = {Bucket: 'bucket’, Key: event.Records[0].file_name};

var sts_params = {
DurationSeconds: 900,
RoleArn: "arn:aws:iam::012345678901:role/service-role/assumed role",
RoleSessionName: “unique_Session_name_here”

I

// Assume the role with STSEn async call to get creds
var sts = new AWS.STS();
await sts.assumeRole(sts_params, function(err, data) {
var s3 =new AWS.S3({region:'ap-southeast-2',sessionToken:data.Credentials.SessionToken});

// Sign the URL

var url = s3.getSignedUrl('getObject’, s3_params);
// Return the response

const response = {

statusCode: 200,

body: JSON.stringify('Hello from Lambda!’),

y

return response;}).promise();

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Connect-Monitor Add widget Actions «
Concurrent Calls (Max and Avg Per Minute)
Count

359

1
04/14 04115 0415 0416 0416

@ ConcurrentCalls Maximum @ ConcurrentCalls Average

To Instance Packet Loss (Max and Avg Per Minute)
Percent

0.041

0.

n m‘“‘“"w.j ﬁk“{”‘m L«Jm""* “"JL“"MM"“*““ *‘

04/14 0415 0415 0416 0416

@ ToinstancePacketLossRate Average

0417

1h 3h

Total Calls (Sum Per Hour)

Count

1.26k

0414 0415
@ CallsPerinterval

Missed Calls (Sum Per Hour)
Count

223

GMM_

04/14 04/15 04/15 04/16
@ MissedCalls

12h 1d 3d 11w custom -

0416

Absolute

Minutes

0416

Relative

Minutes




CloudWatch Events

Event selector

Build a pattern that selects events for processing by
your targets.

AWS API call

Service name CloudTrail

Any operation @ Specific operation(s)

x  StoplLogging

Targets

Select the targets to receive the events that match
the rule you defined.

Lambda function

Function® RevertCloudTrailOff

» Configure input

© Add target

Example:
Example:
Example:
Example:
Example:
Example:

Example:
Example:
Example:
Example:
Example:

Amazon S3 Bucket Activity

Security Group Configuration Changes
Network Access Control List (ACL) Changes
Network Gateway Changes

Amazon Virtual Private Cloud (VPC) Changes
Amazon EC2 Instance Changes

EC2 Large Instance Changes

CloudTrail Changes

Console Sign-In Failures

Authorization Failures

IAM Policy Changes
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Config Rules

Add rule

Add rules to define the desired configuration settings of your AWS resources. Customize any of the following rules to suit your needs, or add a custom rule. To add a
custom rule, you must create an AWS Lambda function for the rule.

AWS X|&S : Managed Rule
1 ZH0] &A™ Custom Rule ZEHd

New RDK:
https.//amzn.to/2Wp3GkT

Config Rules Git hub A &2
https.//github.com/awslabs/aws-

© Add custom rule

config-rules

acm-certificate-expiration-check

Checks whether ACM Certificates in your
account are marked for expiration within the
specified number of days. Certificates
provided by ACM are automatically renewed.

cloudformation-stack-notificatio.. m

Checks whether your CloudFormation stacks
are sending event notifications to an SNS
topic. Optionally checks whether specified
SNS topics are used.

cloudwatch-alarm-resource-checkm

Checks whether the specified resource type
has a CloudWatch alarm for the specified
metric. For resource type, you can specify
EBS volumes, EC2 instances, RDS clusters,

approved-amis-by-id

Checks whether running instances are using
specified AMIs. Specify a list of approved AMI
IDs. Running instances with AMIs that are not
on this list are noncompliant.

cloudtrail-enabled

Checks whether AWS CloudTrail is enabled in
your AWS account. Optionally, you can
specify which S3 bucket, SNS topic, and
Amazon CloudWatch Logs ARN to use.

cloudwatch-alarm-settings-check m

Checks whether CloudWatch alarms with the
given metric name have the specified
settings.

Viewing 1 - 9 of 38 AWS managed rules > »

approved-amis-by-tag

Checks whether running instances are using
specified AMls. Specify the tags that identify
the AMIs. Running instances with AMIs that
don't have at least one of the specified tags

cloudwatch-alarm-action-check m

Checks whether CloudWatch alarms have at
least one alarm action, one
INSUFFICIENT_DATA action, or one OK
action enabled. Optionally, checks whether

db-instance-backup-enabled

Checks whether RDS DB instances have
backups enabled. Optionally, the rule checks
the backup retention period and the backup
window.
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Security Hub Insights

-_

22t A, 2, S8=% = T CorrelationA|Z! Finding=2| & ¢
« AWS Sl TtE L =0] 200{7f 2 E QI Insight XS

« Custom Insight g2| X| &

- Top BfA| 2 otHO| E0F= CHA|EE K|S

of mj 1

Insight: 5. AMIs that are generating the most findings

Insight results show an aggregated view of findings, typically by resource ID. To view the underlying findings of an insight result,
click on the linked text below, or select a result(s) to take an action. You can also modify and save the insight definition

Y | Record state ACTIVE () || Group By: ResourceAwsEc2Instancelmageld ()

Top AMIs by finding severity

EC2 instance image ID

ami-f2d3638a

ami-d1c5d1e1

ami-5d967725

ami-f6f16b9of

ami-2a8f2f43

ami-31814f58
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Amazon VPC

1. Route Table

« Subnet EF$

2. Network ACL
« Subnet £t
 Stateless
« Allow/Deny
« Rule # ordering

3. Security Group
OIAEA ERR| Attach
« Stateful

« Allow only

VPC 10.1.0.0/16

Route 1721610
ble 11620

Virtual /I\
Router ¢

\{cernet Gateway

%

Virtual Private Gateway .
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AWS WAF :

v AWS managed rule groups

Name

Admin protection

Contains rules that allow you to block external access to exposed admin
pages. This may be useful if you are running third-party software or would
like to reduce the risk of a malicious actor gaining administrative access to
your application.

Amazon IP reputation list

This group contains rules that are based on Amazon threat intelligence.
This is useful if you would like to block sources associated with bots or
other threats.

Core rule set

Contains rules that are generally applicable to web applications. This
provides protection against exploitation of a wide range of vulnerabilities,
including those described in OWASP publications and common Common
Vulnerabilities and Exposures (CVE).

Known bad inputs

Contains rules that allow you to block request patterns that are known to
be invalid and are associated with exploitation or discovery of
vulnerabilities. This can help reduce the risk of a malicious actor
discovering a vulnerable application.

Linux operating system

Contains rules that block request patterns associated with exploitation of
vulnerabilities specific to Linux, including LFI attacks. This can help prevent
attacks that expose file contents or execute code for which the attacker
should not have had access.

PHP application

Contains rules that block request patterns associated with exploiting
vulnerabilities specific to the use of the PHP, including injection of unsafe
PHP functions. This can help prevent exploits that allow an attacker to
remotely execute code or commands.

POSIX operating system

Contains rules that block request patterns associated with exploiting
vulnerabilities specific to POSIX/POSIX-like OS, including LF| attacks. This
can help prevent attacks that expose file contents or execute code for
which access should not been allowed.

SQL database

Contains rules that allow you to block request patterns associated with
exploitation of SQL databases, like SQL injection attacks. This can help
prevent remote injection of unauthorized queries.

Windows operating system

Contains rules that block request patterns associated with exploiting
vulnerabilities specific to Windows, (e.g., PowerShell commands). This can
help prevent exploits that allow attacker to run unauthorized commands or
execute malicious code.

WordPress application

The WordPress Applications group contains rules that block request
patterns associated with the exploitation of vulnerabilities specific to
WordPress sites.

al
L

Capacity

Add to web ACL

Set rules action to count

Add to web ACL

Add to web ACL

Add to web ACL

Set rules action to count

Add to web ACL

Add to web ACL

Add to web ACL

Add to web ACL

Add to web ACL

Add to web ACL

AWS Marketplace

Q

Product name

Cyber Security Cloud Managed Rules for AWS WAF -AP| Gateway/Serverless- [4
Published by: Cyber Security Cloud Inc.

The Cyber Security Cloud OWASP ruleset is designed to mitigate and minimize vulnerabilities, including all those on OWASP API Security/Serverless
Top 10 Threats.

Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set- [4
Published by: Cyber Security Cloud Inc.

The Cyber Security Cloud OWASP ruleset is designed to mitigate and minimize vulnerabilities, including all those on OWASP Top 10 Web Application
Threats list.

GeoGuard DB - IP Fraud Detection [4
Published by: GeoGuard

Geolocation fraud protection against VPNs, smart DNS proxies, peer-to-peer networks and other methods used to mask IP address data and spoof IP
geolocation.

OWASP Top 10 - The Complete Ruleset [4
Published by: Fortinet

Based on the FortiWeb web application firewall signatures and updated on a regular basis to include the latest threat information from FortiGuard
Labs, the ruleset provides a comprehensive package to help address threats as described in OWASP Top 10




AWS WAF + Managed Rulesets

HTTPGs) 24

e

Single-digit

< - >
millisecond latency
Application
/ Load
Balancer
Amazon
CloudFront
A 1
\ Web Access Control List (Web ACL) Amazon API
\\ Gateway
074 X8 HLE =4 oM. 2| SM
+ |IP Match, Geo-IP * Accept . AWS 22|
+ String/Regex Match « Deny « Core ruleSet
* SQLi/XSS Detection * Count « SQLi / XSS
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AWS CloudFormation : Golden ElZ &l

« [Infrastructure as a code : JSON / YAML
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aws, Services v
—

Amazon Macie

Settings

General

Cu data identifiers

Resource Groups v %

@ New feature: Macie Redux What's New Quip Doc
- Learn more [4

S3 bucket summary Learn more

Last updated: 04-12-2020 17:32:49

Public

0% of buckets are publicly accessible

Publicly accessible Not publicly accessible

0

Publicly world writable Publicly world readable

Most recent policy findings Learn more

icketEncryptionDisabled
3BucketEncryptionDisabled

3BucketEncryptionDisabled

Total 53 buckets

38

Unencrypted 87%

87% of buckets are unencrypted

Unencrypted Encrypted

g

Encrypted with SSE-S3 Encrypted with SSE-KMS
1 4

Classification jobs tearn more

Includes all current (non-can

11 days ago Job type Pending

12 days ago One time

12 days ago
Scheduled

Daily

D N. Virginia v Support v

Total storage  Object count Account  Q
722.87 GB 63.74m

Shared 3%

3% of buckets are shared outside of the account of your organization

Shared outside
1 37

Not shared outside

Shared inside Not shared

1 36

New job |

Running Paused Complete

5
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S3, Amazon Elastic Block Store (Amazon EBS), Amazon RDS, Amazon Redshift, Amazon WorkMail, Amazon WorkSpaces, AWS CloudTrail, Amazon Simple Email Service (Amazon SES),
Amazon Elastic Transcoder, AWS Import/Export Snowball, Amazon Kinesis Firehose &
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KMS Key policy + Rotation

Key policy Switch to policy view

Key administrators

Choose the IAM users and roles who can administer this key through the KMS API. You might need to add additional permissions for the users or roles to administer this key from this console. Learn more [/

Add

Q

Key policy Tags Key rotation

Key deletion

Key rotation

Allow key administrators to delete this key
Automatically rotate this CMK every year. Learn more [£

Key users

The following IAM users and roles can use this key for cryptographic operations. They can also allow AWS services that are integrated with KMS to use the key on their behalf. Learn more [2

Add

Q

Name

test-user
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LIQ Al HTTPS AWS AlH|A AIEZQIE O|&
- VPC 29| VPN ¢ &

.« TLS 7|8t X2 23}

- EC2 2| O S E|AH0[10| 00| 2T SSL 2lSAM 2X

- AWS Certificate Manager (ACM) 2/ 5= ELB, CloudFront, APl G/WO| H-&
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AWS 2+49| VPN =M

>

AWS Site-to-Site VPN

AWS VPN CloudHub

AWS Client VPN
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Al

Ol Ef &

VPC 2|AA

AWS A{H| A
API Public
Endpoints

VPC 2[AA

3
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Amazon Route 53  Amazon CloudFront AWS WAF

Load Balancer

O
e VPC Flow logs
g
Application
Load Balancer H{I}D
e Amazon API
Gateway
:
NAT Gateway DLP Role
Application
l_
Ok 1
% H Auto Scaling group : @
% ! | ©>*> Encrypted |:|:|:| : H
= [ ol ' Endpoints s
o ! AMI i Amazon Elastic
«___Instances ____________________ s File System
Database

T B )
‘U +
2 ©>*> Encrypted
& Amazon Aurora Endpaints

Infrastructure & Data

. z G

Amazon Inspector AWS Security AWS Certificate AWS KMS  Amazon Macie

Hub Manager
Detective
3
Amazon GuardDuty AWS CloudTrail AWS Config Amazon CloudWatch
Management
0
=1 (2
5 & (ol
AWS CloudFormation AWS Systems AWS Code Event

Manager Services

Account & Identity Access Management

P

AWS Organizations AWS |IAM AWS Single MFA AWS Secrets
Sign-On Manager
Incident Response
— v
= E
= Amazon Simple Amazon Simple
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