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Access/Secret MFA Token
Key(s) (Optional)

AWS 22|

Username / MFA Token
Temporary

~ Security Credentials
Account: | |
Access Credentials Sign-In Creden
User Name: | Mooty A 8Q User Name:
M FA'g' 2015-01-05 14:09 CST Password: M FA%
Password: | xl- H | Manage Access Keys Pass\.ﬂord La: xl- I
OTP oo H Signing None Head: OTP o H
I'have an MFA Toke Certificates: OH
@ OT P = Manage Signing Certificates Multi-Factt - / OTP =
Authentication
MFA Code: | Device:

Manage MFA Device
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CloudWatch Events

Event selector

Build a pattern that selects events for processing by
your targets.

AWS API call =

Service name CloudTrail -

Any operation @ Specific operation(s)

% | StoplLogaging hd

©2025. Saltware Co., Ltd. All Rights Reserved.
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Detect malicious APl and automate response.

If trail.delete { trail.enable & email.security team}

Targets

Select the targets to receive the events that match
the rule you defined.

Lambda function o [ ]
RevertCloudTrailOff -

Function®

» Configure input

© Add target

Example:
Example:
Example:
Example:
Example:
Example:
Example:
Example:
Example:
Example:
Example:

Amazon S3 Bucket Activity

Security Group Configuration Changes
Network Access Control List (ACL) Changes
Network Gateway Changes

Amazon Virtual Private Cloud (VPC) Changes
Amazon EC2 Instance Changes

EC2 Large Instance Changes

CloudTrail Changes

Console Sign-In Failures

Authorization Failures

IAM Policy Changes
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Config Rules

- AWS A& : Managed Rule
« 11ZHO| A Custom Rule &4

« New RDK:
https://amzn.to/2Wp3GkT

« Config Rules Git hub X &2

https.//github.com/awslabs/aws-
config-rules

©2025. Saltware Co., Ltd. All Rights Reserved.

Add rule

© Add custom rule

Filter by rule name,

acm-certificate-expiration-check

Checks whether ACM Certificates in your
account are marked for expiration within the
specified number of days. Certificates
provided by ACM are automatically renewed.

cIoudformation-stack-notiﬁcatio...m

Checks whether your CloudFormation stacks
are sending event notifications to an SNS
topic. Optionally checks whether specified
SNS topics are used.

cloudwatch-alarm-resource-checkm

Checks whether the specified resource type
has a CloudWatch alarm for the specified
metric. For resource type, you can specify
EBS volumes, EC2 instances, RDS clusters,

approved-amis-by-id

Checks whether running instances are using
specified AMls. Specify a list of approved AMI
IDs. Running instances with AMIs that are not
on this list are noncompliant.

cloudtrail-enabled

Checks whether AWS CloudTralil is enabled in
your AWS account. Optionally, you can
specify which S3 bucket, SNS topic, and
Amazon CloudWatch Logs ARN to use.

Cloud Period

cloudwatch-alarm-settings-check m

Checks whether CloudWatch alarms with the
given metric name have the specified
settings.

EH01(F)

saltware

Add rules to define the desired configuration settings of your AWS resources. Customize any of the following rules to suit your needs, or add a custom rule. To add a
custom rule, you must create an AWS Lambda function for the rule.

Viewing 1 - 9 of 38 AWS managed rules > »

approved-amis-by-tag

Checks whether running instances are using
specified AMIs. Specify the tags that identify
the AMIs. Running instances with AMIs that
don't have at least one of the specified tags

cloudwatch-alarm-action-check m

Checks whether CloudWatch alarms have at
least one alarm action, one
INSUFFICIENT_DATA action, or one OK
action enabled. Optionally, checks whether

db-instance-backup-enabled

Checks whether RDS DB instances have
backups enabled. Optionally, the rule checks
the backup retention period and the backup
window.



https://amzn.to/2Wp3GkT
https://github.com/awslabs/aws-config-rules
https://github.com/awslabs/aws-config-rules
https://github.com/awslabs/aws-config-rules
https://github.com/awslabs/aws-config-rules
https://github.com/awslabs/aws-config-rules
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Security Hub Insights

ZHEA, 2H, 282 SS F0 CorrelationA| 7! FindingE2| et
- AWS % LIELHZ0| 2007 LEQI Insight NS
« Custom Insight 2| X| &
- Top ©X| EZ otHO| E0{F== CHA|EE XS

Insight: 5. AMIs that are generating the most findings

Insight results show an aggregated view of findings, typically by resource ID. To view the underlying findings of an insight result,
click on the linked text below, or select a result(s) to take an action. You can also modify and save the insight definition

Top AMis by finding severity

3.81k Y | Record state FQUALS ACTIVE ® || Group By: ResourceAwsEc2Instancelmageld (® ] X
EC2 instance image ID Count
ami-f2d3638a 4051

0 ami-d1c5di1el 3729

AMis .

ami-5d967725 2640
ami-f6f16b9of 753
ami-2a8f2f43 502
ami-31814f58 502
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1. Common Vulnerabilities & Exposures
CIS Secure Configuration Benchmarks

2.
3. Security Best Practices
4.

Dnﬁ -
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VPC 10.1.0.0/16

EC2 Instance1 EC2 Instance2 EC2 Instance3 EC2 Instance4

1. Route Table 10.1.10.30 10.1.10.40

« Subnet Bt

2. Network ACL

« Subnet T2

« Stateless
» Allow/Deny A J/
* Rule # ordering Network ACL T Network ACL Network ACL BB Network ACL

In Out In Out

3. Security Group

172.16.0.0

172.16.0.0

. OQIAEA CIQ| Attach Route [IPAIRN] noue
Table errerom L 172 16.2.0
« Stateful Virtual Route A

'" V

» Allow only
Virtual Private Gateway

1
\ﬂcernet Gateway é
o/
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AWS WAF + Managed Rulesets

Single-digit
millisecond
latency

HTTP(s) 83

83
-
A AL
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Web Access Control List (Web ACL)

D2 XY ALY E:

IP Match, Geo-IP
String/Regex Match
SQLi/XSS Detection
Rate-based

Size Constraints

of M.

* Accept
+ Deny

+ Count

2| EM
. AWS Z2|

» Core ruleSet
« SQLi / XSS
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v AWS managed rule groups

Name Capacity Action
Admin protection
Contains rules that allow you to block external access to exposed admin 06 @ Add to web ACL
pages. This may be useful if you are running third-party software or would o Set rules action to count
like to reduce the risk of a malicious actor gaining administrative access to
your spplcation AWS Marketplace
Amazon IP reputation list
This group contains rules that are based on Amazon threat intelligence. 25 (D Add to web ACL Q
This is useful if you would like to block sources associated with bots or
other threats.
Core rule set
Contains rules that are generally applicable to web applications. This Product name
provides protection against exploitation of a wide range of vulnerabilities, 700 (D Add to web ACL
including those described in OWASP publications and common Common
Vulnerabilities and Exposures (CVE).
Cyber Security Cloud Managed Rules for AWS WAF -API Gateway/Serverless- [2
Known bad inputs Publi . :
ublished by: Cyber Security Cloud Inc.
Contains rules that allow you to block request patterns that are known to 200 @ Add to web ACL el Y
ba invalic anl are assactatad with exploltation of ciscovery.of (D set rules action to count The Cyber Security Cloud OWASP ruleset is designed to mitigate and minimize vulnerabilities, including all those on OWASP API Security/Serverless
vulnerabilities. This can help reduce the risk of a malicious actor
discovering a vulnerable application. Top 10 Threats.
Linux operating system . . )
Contains rules that block request patterns associated with exploitation of 566 B At vl L Cyber Security Cloud Managed Rules for AWS WAF -HighSecurity OWASP Set- [
vulnerabilities specific to Linux, including LFI attacks. This can help prevent to wei Published by: Cyber Security Cloud Inc.
attacks that expose file contents or execute code for which the attacker
Stiould not have had access The Cyber Security Cloud OWASP ruleset is designed to mitigate and minimize vulnerabilities, including all those on OWASP Top 10 Web Application
PHP application Threats list.
Contains rules that block request patterns associated with exploiting
vulnerabilities specific to the use of the PHP, including injection of unsafe 100 (D Addto web ACL .
PHP functions. This can help prevent exploits that allow an attacker to GeoGuard DB - IP Fraud Detection [2
remotely execute code or commands. Published by: GeoGuard
POSIX operating system Geolocation fraud protection against VPNs, smart DNS proxies, peer-to-peer networks and other methods used to mask IP address data and spoof IP
Contains rules that block request patterns associated with exploiting 100 O Add b ACL .
vulnerabilities specific to POSIX/POSIX-like OS, including LFI attacks. This 0, el geolocatlon.
can help prevent attacks that expose file contents or execute code for
which access should not been allowed. OWASP T 10 Th c l R l Z
op - The Complete Ruleset
SQL database o Published by: Fortinet
Contains rules that allow you to block request patterns associated with 200 Add to web ACL
xplotenion ot S0 emkase, los SOl ijerton wtiacke, Ths oo elp Based on the FortiWeb web application firewall signatures and updated on a regular basis to include the latest threat information from FortiGuard
prevent remote injection of unauthorized queries. . ) . >
Labs, the ruleset provides a comprehensive package to help address threats as described in OWASP Top 10
Windows operating system
Contains rules that block request patterns associated with exploiting
vulnerabilities specific to Windows, (e.g., PowerShell commands). This can 200 O Add to web ACL
help prevent exploits that allow attacker to run unauthorized commands or
execute malicious code.
WordPress application
The WordPress Applications group contains rules that block request 100 (D Add to web ACL

patterns with the of specific to
WordPress sites.
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KMS Key policy + Rotation

Key policy Switch to policy view

Key administrators
Choose the IAM users and roles who can administer this key through the KMS API. You might need to add additional permissions for the users or roles to administer this key from this console. Learn more [A

Q 1
Name Path Type
Key policy Tags Key rotation
gslim / User
Key deletion Key rotation

Allow key administrators to delete this key
Automatically rotate this CMK every year. Learn more [4

Key users
The following IAM users and roles can use this key for cryptographic operations. They can also allow AWS services that are integrated with KMS to use the key on their behalf. Learn more Z

Add

Q 1
Name Path Type

test-user / User
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3 y "

nnnnnnn

:. H B~ o ons (53) 1 l st
¢« (=] 7(|_-| EI-AOH of & :? e AR |

Secure Shell (22)

» O] 24 H|=0| 5272

©2025. Saltware Co., Ltd. All Rights Reserved.



aWS partner
~ = network

LE0(F)

service delivery o o SCQltware



EEH(F)

saltware

ool At AL

= AWS Cloud

m EC2 instance contents
x o —r —
EERE P BT ° X|-7—:|| E%E Ol'E——T_I—EDIOJ- AN
— [ - [ D=7t mE 0l SART A
SR EET | DB A% FE SX A" Z H| Q17 A QI
e — s = g&= A o Aty

AWS AfH|A

TEESESERY
Aws ofo|C|, 7| &
DB AHE FEE
Do A= MH
F 3
AMH HEHE IE I
L
Cloudformation |
. ol M= AH
LARE YF I NAHSE 24 H| 917} AfE] 2 ZZAto] H| Q17HE AfH|A

©2025. Saltware Co., Ltd. All Rights Reserved.



EESI0(F)

saltware
ool Ard| AAF EHOF X X]
—)
7hel er |
C2 instance contents = o - e
EE R EERC P ° X|-7_:i| E%E OPE——T_I—IC__DI ol'xl E)'él:
aras HHES h@) § ;iirfxragfﬂ a1 AWS Secrets I\/Ianager01|)\‘|
> ccreManager =] i ecreiManager (=] —_— i L O =
\_ P23t #E|5t0 =2 A
THERt 7 22| K} AWS MFA| | —»
- XATEES QRN E5HA|
| — e T AB3I0] R5 WX
: ; o)
N~ 5
x L3 (@) =t =
HZ7| AATC HAA § .(/@ . MFA%EIE A|'g'0|' gl OoTP= &
Cototommit | EE1® AA3E AWS Secrets Manager E% _CTD'_Zilxl-E E:IIT-L%I- _)r_ 315
- = 310} Mulx HBF 2= g
SecreManager 25 !
= RIS
RE g | |
SHXZHHUHS7| & 202 MFAR 91510] 2o ________________________________ %’6”1E|i
A X
Ci||'9| &ll _5124‘ xl- AWS MFA

©2025. Saltware Co., Ltd. All Rights Reserved.



ol Ated| KA

B AWS Cloud

Ao 22| MH|~

il

[

Y w
bt
05
42 0

o

Y

©2025. Saltware Co., Ltd. All Rights Reserved.

EEHO(F)

saltware

T R AEE WE 22| X=0] MFA
0| AR & 40| Q5 7=

ROOTS EHFEotd sie AlE= Mojg
AlLO 7:”I-IO| O

oT o HA O



EEHO(F)

ware

salt

H AtEl KAF 2QF =X]

o5

ol H® o1 .
g  o/IF go™ REL
o ROFI M ONE
i ls)
T Mou_. Mo
== 1
E N -l S
mEI S O E_E._._.A =
SR W= | < oloju_
< 1 wl ml_lg
- O3 ] w WD._A 10 W
ik Mz rago WHEE
Hogn U RI<F AI_EE
0l00 = e
S %_Mr Muﬂr_ T 5%
10 W o Ko D.WA_l
oo MINT WK 2RO
<IH _|_.@| IH 70 %éroa
uurr o Slo @70t
ToRom <ol Qoo
ol Tl ™Rl <N=<
<
o |
| BES
o
22— m
T | o MM W.m
B I .
n = = = o
m% M_ % M_ - wﬁ_
0| R | Bl oo

E5 AWS Cloud

»
>
>
»

MFA &8
|
X

G
[ 22| Tt /
I8 AE

Tr
Ho
wr
ol

ol

©2025. Saltware Co., Ltd. All Rights Reserved.



ol Atei| FAL

G AWS Cloud

ROOT
el A
—<
88 MFA » AEHEAIE
>—/

A EN Rl MFA 5 & Horma|R1E

r

Y

o N

x_

SlZetE| R aF

Y

:.'
_

IAM
HIHOf 2a|Mb| A

8 SQL Injection 34 A=

[s] H
ofold SHA More Example (5)

User ID: * ; DROP TABLE USER ; --

GlolE{ 491 2(RDS)

_ &

SZA0| 2|5 DB B2 A |

©2025. Saltware Co., Ltd. All Rights Reserved.

EEHO(F)

saltware

WEBA{ H{ Of| A AfH| A
Ci| O] E{ K| O| A H||O| =
Injection 34 Al

S 2 8 HO|X| S Sof
A =82 sQl

HIO|E H| O]~ H|O|= AH|= Qlet ME|A S

cf
% 0| A2 2 QI3 Hlo|E| BT A}
N BB U4 o Y P28 5% 32
=T Al HX| GREA,
= ZHOf| Chek Hh<
O+ 2



|3 At FAF 2O EX|

G AWS Cloud

()

TR} ) 22| R} MFA & &

h 4

A 4

h 4

Hg

8 SQL Injection 37 ALt

©2025. Saltware Co., Ltd. All Rights Reserved.

8-

AWNS WAF

A=A ANIE

WAF 228 84 oy

0

ROOT
CPUEERT

AdeelR s

BN

a

1AM
RO H2(HH 2~

AWS Backup
K__A '—J
5
33 RDS EC2

G5

ALB

@ Private subnet

8

oy

EC2 MH]

EEHO(F)

saltware

o

AWS WAF2| Managed RuleSet H-&3}0
SQL Injection &2 A&t

RDS A}= A 7| 5= 2dz}o
A|Z BiHOZ HO|E ©3 XX



QWS partner . - EESI0o{(F)
> network | Service delivery ;: saltware

AWS HOI Of7|EjA] AA A7)



est Practice E ©!

7| =X Of Al

m AWS Cloud

GuardDuty

Monitaring

i

Config

L @k

Admin

shield

CloudWatch

Secully gravp

E- E =

WEB WAS
{dev) (dev)

Security group

LY A

RDS
(dev)

Securlty group

PS
Manager

Security group

FECL]
Gateway

b

Carporate data center

Awailability Zona

CloudFrant

Auto-Scaling
Group

fate subnet

1
g
e 1

Y
&

Auto-Scaling
raup

e subnet

5

Sscurity group
Amazon|

“

Master

®

Cuslomer
Galaway
r

] corcorste data center

©2025. Saltware Co., Ltd. All Rights Reserved.

)

ustomer
Galeway

7

o

.. saltware




EEHO(F)

saltware

est Practice EQF OFZ|EIN O Al

AWS Cloud Carporate data center
Menitaring
GuardDuty Gonfig _ _ _
Customer
Gateway
- ALB
- @ .
Admin SNS CloudWatch
s3
Availabiity Zone
(\-\ Private subnet Private subnet Private subnet
1AM Palch Manager
Customer
Gateway
Endpoint
8
N
USER WAF shisld CloudFront ALB Auto-Scaling ALB Auto-Scaling RDS
Group Group
Availabiity Zone
m Private subnet m Privata subnal m Private subnet
Encryption
Kis ACM

©2025. Saltware Co., Ltd. All Rights Reserved.



EH01(F)

saltware

Best Practice EQt O|HIE X2

&

Amazon CloudWatch
[EventBridge]

(%

Amazon Detective

Amazon GuardDuty Amazon Simple Notification

Service (Amazon SNS)

&

©2025. Saltware Co., Ltd. All Rights Reserved.



EEHO(F)

Service (Amazon SNS)

saltware
Best Practi ot O|HIE X 2|
est Practice =¥ L

WE B

Mz gza N

| 4 BE2 D22 7 £ BS ARAD IE BEAS U4 TR H S20| TLC
T T T ;l- C= _:, ______ Operational Best Practices for KISMS cpack v :
: e & 88 e MEUS3Z SHEOOS ITHANS AU IS MESUEAD .
1 5 1
: ! : 1
1 ! 1 1
1 ! | :
: i : :
1 l ] 1
: . : : -
0 AWS Config ! 1 AWS Lambda !
e ! . :
P T T T T T | T mmmmmmm—-mm- I
! ol &X| . Amazon CloudWatch . o et !
1 ! [EventBridge] X 1
1 | 1 1
| : i S : S S
= : A < : ' ( Q%)
1 1 1
1 l ! 1

1 1
E Amazon GuardDuty ! ! Amazon Simple Notification : S2orgExt Amazon Detective
1 1

: : : :

©2025. Saltware Co., Ltd. All Rights Reserved.



EESI0(F)

saltware

{
"source": [
"aws.guardduty”
]

(Q

"detail-type": [
"GuardDuty Finding" |

Amazon CloudWatch 1l
[EventBridge] "detail": {

"severity": [

O g

vk

1 Simple Notification S
ce (Amazon SNS)

HOME IRt Amazon Detective

Amazon GuardDuty

T 20N~

h_,
)
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

©2025. Saltware Co., Ltd. All Rights Reserved.



EE5I0(F)

o s saltware

> . saltware
25 Contact Info

Webpage : www.fitcloud.co.kr
Mail : csm@saltware.co.kr

Call : 02-2025-4942

dWSs
- Public Sector » DevOps Services Competency
PARTNER - Immersion Day » Financial Services
- Solution Provider Competency
= Amazon RDS Delivery * Well-Architected Partner
1 Program
» Amazon CloudFront Delivery

ARG AT REE RCHD Bl



	슬라이드 0
	슬라이드 1
	슬라이드 2
	슬라이드 3
	슬라이드 4
	슬라이드 5
	슬라이드 6
	슬라이드 7
	슬라이드 8
	슬라이드 9
	슬라이드 10
	슬라이드 11
	슬라이드 12
	슬라이드 13
	슬라이드 14
	슬라이드 15
	슬라이드 16
	슬라이드 17
	슬라이드 18
	슬라이드 19
	슬라이드 20
	슬라이드 21
	슬라이드 22
	슬라이드 23
	슬라이드 24
	슬라이드 25
	슬라이드 26
	슬라이드 27
	슬라이드 28
	슬라이드 29
	슬라이드 30
	슬라이드 31
	슬라이드 32
	슬라이드 33
	슬라이드 34
	슬라이드 35
	슬라이드 36
	슬라이드 37
	슬라이드 38
	슬라이드 39
	슬라이드 40
	슬라이드 41
	슬라이드 42
	슬라이드 43
	슬라이드 44
	슬라이드 45
	슬라이드 46
	슬라이드 47
	슬라이드 48
	슬라이드 49
	슬라이드 50
	슬라이드 51
	슬라이드 52
	슬라이드 53
	슬라이드 54
	슬라이드 55
	슬라이드 56
	슬라이드 57
	슬라이드 58
	슬라이드 59
	슬라이드 60
	슬라이드 61
	슬라이드 62
	슬라이드 63
	슬라이드 64
	슬라이드 65
	슬라이드 66
	슬라이드 67
	슬라이드 68
	슬라이드 69: YOUR CLOUD CONCIERGE

